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Is the evolving threat
landscape really

your main cybersecurity
challenge?
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$55B

lost through BEC
attacks in a decade**

44%

breaches involved
ransomware*

66%

increase in
BEC*

37%

increase in breaches
involving
ransomware*

*Verizon 2025 Data Breach Investigations Report
** FBI IC3 announcement 1-091124-PSA, Sep11,



Bitdefender. It is when combined
with an expanding attack surface
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*Verizon 2025 Data Breach Investigations Report
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More than 1000 employees

Larger businesses
reap rewards from
their security
program

Less than 1000 employees
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*Verizon 2025 Data Breach Investigations Report
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How does a large bank Mﬁ““
build a mature security IS —
program?
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Bitdefender.
They secure their business across the attack lifecycle

Reducing MTTD, MTTC and MTTR is a tangible and promotable
benefit of better knowing your attack surface*
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Security Controls

Compliance Frameworks

Risk Management

*Gartner: How to Grow Vulnerability Management Into
Exposure Management, 8 November 2024, - ID G00787032
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Tool sprawl creates complexity and is costly

43

The average

52%

Say complexity
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Security Controls
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*Gartner Technology Adoption Roadmap for Large Enterprises for 2023 Survey
**IBM Institute for Business Value: Capturing the cybersecurity dividend
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Management needs an army of expensive security professionals

Organizations with the greatest security platform maturity are faster to
identify and contain security incidents*
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*Gartner Technology Adoption Roadmap for Large Enterprises for 2023 Survey
**IBM Institute for Business Value: Capturing the cybersecurity dividend
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Effortless Security. Unmatched Protection.
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Secure your business across
the complete threat
lifecycle

Defend with trusted technology
that consistently leads
independent evaluations

Simplify your security
operations and reduce risk

GravityZone XDR Platform

SECURITY CONTROLS COMPLIANCE FRAMEWORKS | RISK MANAGEMENT
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GravityZone: optimized for lean IT and security teams
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GravityZone: critical business outcomes
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Reduce risk effié{]ecr:giaesseand Reduce the total Invest confidently

Reduce time to oductivity of cost of ownership in security that
a;;giim%gyggr value y‘(’)[” lganl\%-yand of your security grows with your
security team program business

GravityZone XDR Platform

SECURITY CONTROLS COMPLIANCE FRAMEWORKS | RISK MANAGEMENT



Global Leader
In Cybersecurity

Bitdefender.




Products, technologies
& services
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Reduce risk across the complete cyber attack lifecycle and all your digital assets
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Proactively reduce the risk of a successful attack
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PREVENTION

Proactively reduce the risk of a successful attack
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Simplify risk reduction Demonstrably quantify Reduce the likelihood of
across your entire security posture an incident and the

attack surface |mprovements & burden of response
compliance

GravityZone XDR Platform

SECURITY CONTROLS COMPLIANCE FRAMEWORKS RISK MANAGEMENT
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Proactively reduce the risk of an incident occurring
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Proactively reduce the risk of an incident occurring

PROTECTION

SECURITY FOR SECURITY FOR RANSOMWARE PROCESS SANDBOX NETWORK ATTACK INTEGRITY
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Stop the maximum Free up IT and security
number of breaches by teams to focus on
blocking attacks across proacti\{e activities that protection

all threat vectors provide best ROI

Maximize user experience
with low-friction

GravityZone XDR Platform

SECURITY CONTROLS COMPLIANCE FRAMEWORKS RISK MANAGEMENT
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Reduce the

risk of an incident becoming a breach
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Reduce the risk of an incident becoming a breach
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Minimize the business Minimize business Accelerate post.-ipciplent
impact of an incident disruption caused recovery to minimize
by preventing a during incident business disruption and

widespread breach response financial impact
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GravityZone XDR Platform

SECURITY CONTROLS COMPLIANCE FRAMEWORKS RISK MANAGEMENT



Consistently top-ranked threat
prevention, detection, and
response
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Trusted

* \/endor behind
vendors

» Cybercrime Fighter

* Founded in 2001
Europe, US HOs, 17
regional offices,
35k+ partners

Protecting leading brands
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Bitdefender. We don’t just keep up with Al advancements.
We help to shape them.

Innovative

70+ scademic oublished

_ _ 50+ Bitdefender researchers teaching at universities
* AI-driven detection

since 2008

| First ML-based | First ML-based | F
detection automated stream le
Bitdefender leveraged ML to improve detection Bi
* 900+ R&D e or S
+ based on ML technalogies &
2008 2013 2i
2011 2014
) . ) First use of deep
First noise reduction learning

algorithm
The first use of deep learning Al
The noise detection algorithm helped algorithms to increase detection
I dentify misclassified samples I rates



https://scholar.google.com/citations?view_op=list_works&hl=en&hl=en&user=Mgo81fAAAAAJ&sortby=pubdate

Bitdefender. Unsurpassed Cybersecurity Effectiveness

P rove n Tops Breach Prevention and TCO in AV- Highest Actionability, Fewest Notifications
Comparatives EPR Tests MITRE Engenuity ATT&CK Managed Services

£

H .
s B Bitdelender
\\\\\\\\\

mmmmmmmmmmmmmmm

« Ranked 1st more
than any other

.......

vendor in top , L

iIndependent tests .
* Top 3 analysts'

coverage in 20+ TP oty ™™ 7.

current reports e Vo

Customers’ |
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Cybersecurity Services

Advisory
L]

Leading Managed -

. Security Consulting Security egulatory
DeteCthn & and Advisory Awareness Compliance

H . .
CISO-as-a-Servi ® Security Awareness e ISO 27001 Compllance
Cybersecurlty : Cybers?;cirit\e/xlscsissment Training * m2§ ERgI Cﬁmgpllance
. . : . yber Hygiene
CO“SU I.tl ng ¢ ;aezfgggelixermse (Incident Compliance .
e Policy Formulation e OJK Regulations
Compliance

e Cyber Risk Management
e Cloud Security Assessment
e Threat Modelling

e SOC 2 Compliance
e Data Privacy Compliance
(UU PDP, PDPA)

OFFENSIVE
» Build cyber resilience for multi . .
L S - . t Vulnerability Assessment and Offensive
an ybri C oud environments. Penetration Testing Security
Defend against advanced threats
with CREST-accredited advisory e Web application e Cloud Security Review
: e Mobile application e Smart Contract Audit
and assessment services that o API e Red Teaming
keep you compliant with e Thick client e Purple Teaming
recognized frameworks such as e Network & infrastructure e Phishing Campaign
NIST and ISO 27001. e Vulnerability assessment

e Host Configuration Review
e Secure Architecture Review
e Source Code Review
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Cybersecurity Services

CREST certificates include:

1 CREST Registered Penetration Testers (CRT)
O u r Se Nlces CREST Certified Simulated Attack Specialist (CCSAS)
g g CREST Practitioner Intrusion Analyst (CPIA)
ACC red Itat I O n CREST Certified Infrastructure Tester (CCT INF)

CREST Certified Web Application Tester (CCT App)
CREST Registered Threat Intelligence Analyst (CRTIA)
CREST Practitioner Security Analyst (CPSA)

Other certificates include:

OSCE, GICSP, PECB, EnCE, CPIA, CRTIA, PCIP, eJPT, CCNA, CCNP,
GPEN, CBP, GCFA, GCIH, Prince2, CompTia CSA+, eCPPT, eWPT,
CRISC, CCSP, ISO/IEC 27001 Lead Auditor, PCI Professional, AWS
Certified Security Specialty, AWS Certified Solutions Architect
Professional, AWS Certified Solutions Architect Associate, Google
Certified Data Engineer
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